DocuSign:
sending and Collecting Consent Documents with eSignatures
for Human Subjects Research

Institutional Review Board and Human Subjects Office
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Introduction

This guidance document provides researchers with information about how to use DocusSign to collect valid
electronic signatures (eSignatures) on Informed Consent Documents. DocuSign is a software program that
captures electronic signatures and provides secure transfer and storage features. University of lowa (Ul)
researchers across campus have access to DocuSign. The software is available for all desktop, laptop, and
mobile devices. The University of lowa DocuSign module cannot be used for FDA (Food and Drug
Administration) regulated research.

Benefits of using DocusSign for eSignatures:

¢ Meets data security requirements for HIPAA (Health Insurance Portability and Accountability Act)
e Potential subjects do not need a DocuSign account

o Documents are sent via email and researchers can prohibit forwarding for confidentiality purposes
e Subjects receive a copy of the signed Informed Consent Document

Guide to using this document: The first few pages provide written instructions, and the Appendix includes
screenshots for each step in the process. There are also hyperlinks in the Appendix connected to the earlier
instructions.

Setting Up a DocuSign Account

The Ul has a license for DocuSign. Contact ui-docusign-support@uiowa.edu to set up a DocuSign account.
There are two versions of DocuSign. It is important to request the correct version for the type of data that
will be collected:

1) for studies that contain protected health information (PHI) as defined under HIPAA (Health Insurance
Portability and Accountability Act)

2) for studies that do not contain PHI as defined under HIPAA.

It is relatively quick and easy for researchers to set up a DocuSign account. Training is provided through the
Purchasing Department. Once researchers set up a DocuSign account, they will need to activate it through the
Ul system. A Ul DocuSign account is not connected to your HawkID. The Appendix provides screen shots to
demonstrate how to activate a Ul DocuSign account.

Create an Envelope

Currently, Ul staff/departments are not charged to use DocuSign. The Ul purchases “envelopes” for Ul
researchers to use. A DocusSign envelope is essentially an email, which will include the Informed Consent
Document to capture electronic signatures. The Appendix provides screenshots to demonstrate how to create
an envelope. This video also gives a step-by-step guide.

Add Documents, Recipients, and Template Email

For the DocuSign program to function properly, documents to be signed must be uploaded as PDFs.
Converting an Informed Consent Document to a PDF does not affect the IRB approval stamp, therefore the
DocusSign version of the consent document is compliant with Ul policies and procedures. The DocuSlign
envenlope can also include additional reference materials that do not require a signature, such as a Consent
Summary, diagrams, videos, etc.

e Add documents in the order that you want subjects to see them.
e Add anyone who needs to sign the Informed Consent Document as a recipient.
e If more than one person needs to sign the document, set the signing order.
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https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.docusign.com/
mailto:ui-docusign-support@uiowa.edu
https://hso.research.uiowa.edu/about-hso/regulations-and-policies/introduction-hipaa
https://www.hhs.gov/hipaa/for-individuals/index.html
https://www.hhs.gov/hipaa/for-individuals/index.html
https://uicapture.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=1f00583a-dba8-4d9c-ae90-adde01490953

Once the subject and/or the parent/legal guardian or Legally Authorized Representative (LAR) has signed the
consent document, the person who obtains consent should receive the envelope for the final signature. The
study team should ensure that processes are in place to identify the appropriate parent/guardian or LAR to
route the Informed Consent Document for signature. The signature of the person who obtains consent should
be the research team member who participated in the informed consent conversation and answered the
subject’s questions about the study.

To ensure consistency for all DocuSign emails, the research team should use the same template language
when sending the Informed Consent Document and for all reminders. The default is that the reminders use the
same language, so researchers do not have to make any changes. DocuSign automatically sends three
reminders. The research team can contact potential subjects once by phone if there is no response after the
three reminders.

Email Template
Instructions: Copy and paste the following template language into the appropriate section in DocuSign.
Replace the text in brackets with study-specific information.

[Salutation]

Thank you for thinking about enrolling in this study. [| am/We are] sending this Informed Consent Document to
provide information and to describe what you will be asked to do if you decide to enroll in the study. You are
not required to enroll in this study. [Insert the following statement if the study is clinical in nature.] Your
clinical medical care will not be affected by whether you decide to enroll in this study.

If you do not sign this form, you will receive three reminders from DocuSign. We will attempt to call you if we do
not receive a signed Informed Consent Document after the three reminders, to make sure you received the
document and to see if you are interested in participating. If you let us know you are not interested in
participating, we will not contact you again.

Please do not sign this form if you:

¢ Have more questions about this study that this Informed Consent Document does not answer or if you
don’t understand something.

¢ If you would like to have a member of the study team go over this Informed Consent Document with you
while you are reading it. (This may already be part of the consent process)

¢ Would like to talk with your family, friends, or medical provider before you agree to participate.

¢ Do not wish to participate in the study. There may be an option for you to decline in the document or you
may contact the research team directly.

This video shows you how to use DocuSign, the program that allows you to sign/decline the Consent
Document.

Please call or email [me / the research team] at [Insert phone number and email address]

[Insert signature block for the research team member or the study]
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The Appendix provides screenshots to demonstrate how to add documents, recipients, and the
template email and set subject privileges and send reminders.

Designate Where to Initial, Sign, and Date the Informed Consent Document

DocusSign has the capability to allow subjects to select and initial optional agreements, sign and date the
Informed Consent Document, and decline participation. These options are denoted by specific icons on the left
side of the screen. The icons need to be placed exactly on the line where the subject must initial, sign or date.
The research team may choose to add the “decline” icon next to the “signature” icon. Subjects should have the
option to decline, even if they verbally agreed to participate during a conversation with a member of the
research team. There are multiple ways to document that the subject declined. Indicating it in DocuSign
provides an audit trail. If the subject clicks the decline icon, all reminders stop, and the research team will not
follow up with a phone call. The Appendix provides screenshots to demonstrate moving icons to designate
where to Initial, Sign, and Date the Informed Consent Document.

Send and Receive Documents

When the research team sends an Informed Consent Document for a subject to sign, the email contains the
official DocuSign logo, a link to the document, and the customized email from the research team. Once the
subject opens and reviews the document, DocuSign sends an automatic email to the research team. After the
subject signs the Informed Consent Document, the research team and the subject receive an email that the
process is complete with the signed document attached. The Appendix provides screenshots of What the
Subject Sees. There is a link to the DocuSign video in the template email to demonstrate the signing process.

Data Security and Audit Trail

DocusSign provides secure storage of all documents sent and received through the program. The system also
creates a Certificate of Completion with an audit trail of the Informed Consent Document, which includes the
location of the persons who signed the document (i.e., subject, parent/guardian or LAR, and research team
member who obtained consent). The Appendix provides screenshots of how to access the Certificate of
Completion.

Describe eConsent in the HawkIRB Application

HawkIRB Section eConsent Information

VII.D.8 Answer “yes” if the consent process will be conducted through a video meeting over
Zoom/Skype for Business.

VII.D.9 Describe that the consent process is conducted through a video meeting over the
internet, at a location of convenience for the subject.

VII.D.10 Answer “yes” if the consent process will be conducted through an audio only call
over the phone or by Zoom/Skype for Business.

VII.D.29 Describe the eConsent process and documentation procedures for adult subjects, in
detail.

¢ Include DocusSign as the tool that will capture the electronic signature
e Describe which DocuSign icons will be added to the consent document (i.e.,
radio buttons for optional agreements, the option to decline consent, etc.)
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HawkIRB Section eConsent Information

VI1.D.30 Describe the eConsent process and documentation procedures for minor subjects,
in detail.
¢ Include DocusSign as the tool that will capture the electronic signature
e Describe which DocuSign icons will be added to the consent document (i.e.,
radio buttons for optional agreements, the option to decline consent, etc.)

X.4 List the electronic systems used in the eConsent process and for documentation of
consent.

Describe the confidentiality protections/data security methods.

e Explain where the signed Informed Consent Document is downloaded and
saved in research files so there is a copy to meet Ul record retention
requirements.

e Explain that the Certificate of Completion shows the audit trail of the consent
document and the location of where all signatories signed the consent
document.

e The Certificate of Completion contains identifiable information. Describe
where and how it will be stored.

If Zoom will be used to meet with or record subjects, be sure to describe the IT
security requirements as outlined in the Data Security Guidance and Secure Zoom
Meetings and Recordings for Restricted Data.

Miscellaneous Attach a document that contains the template email, which will be sent with the
Attachments Informed Consent Document through DocuSign.

Informed Consent Insert the following template language into the Informed Consent Document
Document before the Person Who Obtained Consent signature line:

Check the method by which consent is being obtained:

L1 Consent is being obtained electronically without a discussion between a research
team member and the subject. (Research team member does not sign this
document)

[J Consent is being obtained electronically after a discussion between a research
team member and the subject (in person or virtually).

[End of template language]

Instructions:

e The research team member will check the box in this section of the document
for the method of consent used for each subject.

The research team member signs the document after the subject signs it.

e Since the subject may sign outside of work hours, the dates the subject and
research team member signs may not be the same. The dates should be before
the start of research procedures.

o If the dates are not the same, the research team may note this discrepancy
as a separate “Note to File” in the research files or as an optional note on
the Informed Consent Document under the signature line for the Person
Who Obtained Consent.
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Appendix

Ul researchers may activate a DocuSign account under the Ul license.
The following screenshots guide researchers through the process of creating a document for eSignatures,
sending and receiving the document, and maintaining an audit trail of the document.

Acronym Reminder:

e |CD = Informed Consent Document
e LAR = Legally Authorized Representative
e PWOC = Person Who Obtained Consent

Activate DocuSign and Create an Envelope

Instructions

Screenshots

Activate Ul
account

1. Goto
Docusign.com

2. Log in or create a
DocuSign account.

Announcing Agreement Cloud: 2020 Release 3 >
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Products

Solutions

Soles 1-877-720-2040  Support  Access Documents_. [Login]
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CONTINUE
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Create an
Envelope
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Add Documents, Recipients, and Template Email

Instructions Screenshots
1. Upload the Informed

< Please DocuSign: a_Informed consent_docusign pdf @ ACTIONS v
Consent Document ° ’

Add Documents to the Envelope

2. a. Check “Set signing
order” if multiple people
need to sign the
document, such as the

LAR and the research . ——
team member who - cETrRomctowe
. a_Informed consent_docu...
obtained consent. 12 pages
b. Use the dropdown Add Recipients to the Envelope
menu to add i As the sender, you automatically receive a copy of the completed envelope. E ADD FROM CONTACTS IE: SIGNING ORDER
acceSS/verlflcatlon Import a bulk list. Send copies of this envelope to many people at once. @
code -
|| Set signing order
EBl Name *
3' Be sure to add the | ' | | Lisa Schumacher E| # NEEDS TO SIGN ¥ || CUSTOMIZE ¥
reCIpIents In the Order " Email < &£ Add access code
they need to sign, the [150-sohumacheruiowa oci | e
. B Add identity verification
subject/LAR should ke 1 oo e o e
sign prior to the |2 | amer e e
o | Corey Schlemme E|  WEEDS 10 'S . RUsT

research team member
who obtained consent.

Email *

| corey-schlemme@uiowa.edu |

4. Decide if you want to 2] Name: # NEEDSTO SIGN v CUSTOMIZE v
use the DocuSign T [peogometiioore =]
default subject title or if e -
you want to choose —— '
your own. ryy—

5. Copy and paste the
teleate email Message to All Recipients Advanced Options | Edit

= Recipients can sign on paper
B Gustom email and language for each recipient P = pap

= Recipients can change signing responsibility

6_ Revlew the emall Email Subject” . :ccmplalte enveloaasdécxzvs 12: <fjay5 after sland date
i * Recipients are warned 0 day(s) before request expires

before moving to the |
next section.

| Please DocuSign: a_Informed consent_docusign.pdf

= Gomments are enabled
Characters remai 52
FrRsiErE Emanng = Senders can use either quick send or advanced edit

Email Message

Thank you for thinking about enrolling in this study. | am (We are) sending

7. Click “Next” to 2rc ot you il b s o oty ki o ento sy Y
des|gnate Where are not required to enroll in this study. Your clinical medical care will not be A
subjects select and
initial optional
agreements and add
their eSignature

Characters remaining: 8748
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Setting Privileges, Reminders, and Expiration Date

Instructions Screenshots
1. Dropdown menu ——————————
tO access @ ACTIONS » ‘ RECIPIENT PREVIEW ‘ m
Advanced L
OpthﬂS SAVE AND CLOSE
. DISCARD Documents o ]
2. Advanced a_Informed consen... A
Options allows FOR IRB USE ONLY et esseae e
access to setting ST B D Edt Recipents S
pl’ivilegeS, $STAMP_APPRV DT Edit Documents — —
reminders and Advanced Options
S instructions for the rese: Sromout keys
expiration dates. d .|
r or updated, as applici...._,

3. Uncheck this box.

This prohibits the | | Advenced Options
recipient from
forwarding the Recipient Privileges
email or allowing :
someone else II Allow recipients to change signing responsibility | 3
can sign.
4. Check this to set
up automatic Reminders
reminders. The I v| Send automatic reminders I 4
original email Number of days before sending first reminder: | 7

automatically
gets sent with
each reminder.
5. Set the expiration Expiration
for 35 days to
assure subjects
will not receive
any notices after
the last follow-up
call, which occurs
after the third Comments
reminder. Enable comments

Number of days between reminders: | 7

I Number of days before request expires: | 35 l 5

Envelope will be queued for expiration on 10/20/2020

-

Number of days in which to warn signers before expiration: | 7
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Designate Where to Initial, Sign and Date the Informed Consent Document

Instructions for Screenshot on the following page

Instructions:

e Use theicons on the left side of the screen to configure the Informed Consent Document.
o Drag the icons to the exact location where the information is required.
o These icons can be moved with a mouse or trackpad.

e Optional agreements:
o Radio buttons designate subject preference for optional study activities.
= The research team will only add radio buttons if the study includes optional activities.
= The subject must select an optional agreement and add their initials.
= DocuSign will not allow the document to be “Finished” until the subject selects a response to an
optional agreement and adds their initials. This ensures subject response to all optional
agreements.

o Set up optional agreements in DocuSign:

= Click the “Radio” icon on the left and drag it to the “Yes” option. This will bring two stacked radio
buttons.
Drag the lower radio button to the “No” option
Click the “+” to add more radio buttons, as needed (i.e., “Not Applicable”)
Click the “Initial” icon on the left and drag it to the left margin next to the optional agreement
Repeat for each optional agreement in the Informed Consent Document

e Therecipients drop down menu is in the upper left corner of the page. It shows everyone listed under
“Add Recipients to the Envelope” in the first part of the DocuSign set up process.
o Use this menu to assign the order of signature for the subject and anyone else (i.e., LAR, or Person
Who Obtained Consent).
o When you select a name, the icons will change color.
o Drag the appropriate icon (Signature, Date Signed) on the left side of the screen to the section of the
Informed Consent Document that each person will complete.
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Certificate of Completion

Instructions

Screenshots
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What the Subject Sees

Instructions

Screenshots

Subject line in subject’s
email inbox

ILisa Schumacher via. 2 Please D a_Informed ign.pdf - Lisa Schumacher sent you a document to review and sign. REVIEW DOCUMENT I

This is the prompt
subjects see when they
open their email.

Click on “Review
Document” to go to next
step.

DocuSign

Lisa Schumacher sent you a document to review and sign.

REVIEW DOCUMENT

1. If the research team

sets up an Access Code,
subjects will get a prompt
to enter the access code.

2. Click “validate” before
they can view the
Informed Consent
Document.

Please enter the access code to view the document

Lisa Schumacher
University of lowa

The sender has requested you enter a secret access code prior to reviewing the document. You should
have received an access code in a separate communication. Please enter the code and validate it in
order to proceed to viewing the document

Access Gode
[1234

"

[ VALIDATE _]

2

| NEVER RECEIVED AN ACCESS CODE

Hide T

1.Subjects must agree to
electronic signature
disclosures.

2. Click “continue” to view
Informed Consent
Document.

Please Review & Act on These Documents

DocuSign

Please read the Hectronic Record and Signature Disclosure.
Tagree (o e electionic records and signatures|

CONTINUE

OTHER ACTIONS v

1. Subjects may
decline.

2. Click “Finish” to
complete the process
after declining.

Pl rowiow the docurmits bilow, OTHER ACTIONS =
| QX 8

Ellie Diasio

(=3

Subjoct's Name (printed):

START

[
S

(Signature of Subjest)

IOWA
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Instructions

Screenshots

This is the “safety” screen
when subjects choose to
decline. They must click
“Continue” to complete
the process.

CaUtion

If you select CONTINUE, this document will be voided.

To reguest changes to this document, please select CANCEL and contact the sender directly with your
request.

You can exit signing and save the information you've entered by using the FINISH LATER option in the
OTHER ACTIONS menu.

CONTINUE CANCEL

1. This checkbox does not
need to be checked
before subjects can
complete the process to
decline.

2. This completes the
process of declining.

Decline to Sign

Please provide a reason for declining:

Remind subjects they are not required to provide a reason for declining.

500 characters remaining
1 ~~ Subjects do not have to check this box to decline.

D withdraw my Electronic Record and Signature Disclosure consent for this and all subsequent envelopes
rom this sender's company. Checking this box effectively dissolves this electronic signing relationship.

2

DECLINE TO SIGN CANCEL

1. This is the first step in
creating an electronic
signature.

2. There are multiple
signature styles subjects
can choose, or they can
draw their own signature.

3. Subjects must upload
their signature.

4. Click “Adopt and Sign.”

5. Click “Finish” to
complete the process.

Please review the documents below.

START

Decline 11/16/2020

(Signature of Subject) (Date)

FINISH OTHER AC

5

Adopt Your Signature

Confirm your name, initials, and signature.

Required

choose styles
DocuSigned by: :DS
ECC50FD4B4DA4F4
Full Name*
Ellie Diasio 2 2 3 DocuSigned by: Ds
tlhhee Dasee | €D
IlSELECT STYLEI IDRAWI lUPLOADI 2 ATy
PREVIEW hange style|
DocuSigned by:

Ds
DocuSigned by: DS a&k om w
‘ah-(/ Ol'll/Slb ‘60 ECCS0FD4BADAYF4 Q
ECC50FD4B4DA4F4
DocuSigned by: Ds
EE\\:L Vs | ED
ECCS0FD4BADA4F4

ADOPT AND SIGN CANCEL

Authored by: Human Subjects Office (HSO),
Purchasing, Accounts Payable, and Travel Institute for
Clinical and Translational Science (ICTS)
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Instructions Screenshots

If subjects do not have a 1
DocuSign account, this is Save a Copy of Your DocumentDownload & print ICD

the prompt they see once without DocuSign account 1 2
they sign. Subjects are

not I'eCIUil'ed to have a Sign up for a FREE DocuSign account today and sign all your documents electronically.

DocuSign account.

a copy of the signed
Informed Consent

Password
Get signatures from

. Email B ﬁ Electronically sign any
1. Subjects can download elie diasio@gmail.com % document.

others.
Document.
Confirm Password ﬁ s h "
. . ign on the go wit
2. Subjects can print the DocuSign Mobile!
signed Informed Consent
Country
Document. — select - v
3' CIICk “Smeit” to Slgn By clicking the 'SUBMIT" button, you agree to the
up for DOCUSIgn account Terms & Conditions Ean: Privacy Policy E
_ 3 4
4. Click “No Thanks” to
. . SUBMIT I MO THANKS I
continue without a
DocuSign account.
This is the notice subjects Docusion

see once they sign, and
while they wait for the You're All Done!
Person Who Obtained Youll receive a copy once everyone has signed.
Consent to sign. —

Subiject line in subject’s

emall InbOX When a" Lisa Schumacher via. 2 Completed: Please DocuSign: a_Informed consent_docusign.pdf - Your document has been completed VIEW COMPLETED DOCUMENT

S|gnatures haVe been &3 a_Informed con.. & a_Informed con..
captured.

Link to view completed
document

‘Your document has been completed

VIEW COMPLETED DOCUMENT |

Lisa Schumacher
lisa-schumacher@

Al parties have completed Please DocuSign: a_Informed consent_docusign.pdf

Authored by: Human Subjects Office (HSO),
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